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CIOs fight back against BYOD security threats 
One in three believe their employees are their biggest security risk 

 

 36% of Singaporean CIOs state a lack of employee knowledge/skills around security is the most significant 
security risk for their organisation in the next five years 

 74% allow their employees to access corporate data on their personal devices 

 100% say it is challenging for their company to find skilled technology professionals, with 29% saying 
professionals with mobile security skills are the most in demand 

 
Singapore, 5 December 2016 – Singapore’s Chief Information Officers (CIOs) are stepping up their fight 
against the security risks posed by the widespread use of Bring Your Own Device (BYOD) practices, where 
employees use their own laptops, tablets and smartphones at work.  
 
According to a recently published report, Cyber-security – Defending your future, commissioned by 
specialist recruiter Robert Half, more than one in three (36 per cent) CIOs say a lack of employee 
knowledge and skills around data security is the most significant security risk their organisation will face 
in the next five years.  
 
While traditionally, the response to IT security has been to find the optimum way to protect a business’ 
assets from external security attacks, a growing risk now faces organisations in the form of potential 
internal security threats. This threat is made evident by the fact that almost three in four (74%) CIOs allow 
their employees to access corporate data on their personal devices.  
 
Matthieu Imbert-Bouchard, Managing Director Robert Half Singapore said: “BYOD practices pose a major 
cyber-security threat which requires protecting corporate networks and data, mobile device management, 
and developing security policies. Although it may not be intentional, simple human error can expose 
companies to increased cyber-attacks and situations where sensitive company data can be compromised. 
The impact of a data security breach on a company’s reputation can be devastating and it can take years 
to win back customer confidence, so proactively developing a robust IT security strategy should be a top 
priority.” 
 
“However, BYOD practices offer many advantages such as increased employee satisfaction, productivity 
and cost savings, so companies must take steps to balance both their employees’ needs and their security 
concerns.” 
 
To combat the ongoing threat posed by BYOD, nearly all (97 per cent) of CIOs are taking action to protect 
their company from potential data breaches.  
 
The most common response (58 per cent) is to train personnel on cyber-security policies and corporate 
practices when using their personal devices. Signing an acceptable use policy also seems to be standard 
practice for more than half (57 per cent) of the Singaporean companies. Technical applications are being 
implemented as 53 per cent say they are deploying mobile device management technology and 52 per 
cent are using authentication software.  
 
 

https://www.roberthalf.com.sg/2016-it-security-trends-report?utm_source=roberthalf&utm_medium=pressrelease&utm_campaign=rh-all-itsecurity-dec2016
https://www.roberthalf.com.sg/?utm_source=roberthalf&utm_medium=pressrelease&utm_campaign=rh-all-nonspecific-ongoing
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What is your company doing to protect corporate data on employees’ personal devices? 

 Total Small 
company 

Medium 
company 

Large 
company 

Provide training to employees on maintaining security when 
using personal devices 

58% 50% 48% 76% 

Request employees to sign an acceptable use policy for keeping 
company information secure 

57% 56% 55% 61% 

Deployment of mobile device management technology to 
enforce enhanced protection  

53% 53% 64% 42% 

Implement authentication and authorisation to grant access to 
corporate network 

52% 50% 55% 52% 

Don’t allow employees access to corporate data on their private 
devices 

26% 35% 21% 21% 

We are not doing anything to protect corporate data on 
employees’ personal devices  

3% 3% 3% 3% 

Source: Independent survey commissioned by Robert Half among 100 Singaporean CIOs – multiple answers allowed. 

 
There is an increased demand for IT security specialists with the niche skills needed to protect companies 
against data security risks, including risks related to BYOD. But finding the right skillset is a challenge, with 
100 per cent of Singaporean CIOs saying it is difficult to source skilled technology professionals, with one 
in three (29 per cent) saying professionals with mobile security skills are the most in demand. 
 
“Protecting their company from cyber-threats posed by BYOD is a crucial issue for all CIOs. The solution is 
to treat IT security as a continuous enterprise-wide process while making all employees aware of the risks 
associated with email, social media and confidential information,” Mr Imbert-Bouchard concluded.  
 

## 
Company Size Definitions  
Number of staff in the respondent’s business 

Small 50-249 staff 

Medium 250-499 staff 

Large 500+ staff 

 
Notes for the editor 
 
About the research 
The annual study is developed by Robert Half and conducted in April 2016 by an independent research 
company, surveying 100 CIOs/CTOs in Singapore. This survey is part of the international workplace survey, 
a questionnaire about job trends, talent management and trends in the workplace.  
 
About Robert Half 
Robert Half is the world’s first and largest specialised recruitment consultancy. Founded in 1948, the 
company has over 325 offices worldwide providing interim management, temporary and permanent 
recruitment solutions for accounting and finance, financial services and technology professionals in 
Singapore. More information on roberthalf.com.sg.  
 
 

https://www.roberthalf.com.sg/?utm_source=roberthalf&utm_medium=pressrelease&utm_campaign=rh-all-nonspecific-nov2016
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Follow Robert Half Singapore 
 
 

 
Read related articles on our Robert Half’s work life blog  

  
 
 

 

Why digital transformation needs to be on your radar 
Digital transformation represents the new wave of 
opportunities that can be leveraged to implement change 
through technology. As a matter of survival, organisations 
will need to adapt to digital transformation to stay a step 
ahead. Read more here. 
 
 
 

 

The growth of big data and its opportunities  
Big data offers big potential. It’s an area of IT offering 
enormous possibilities for business organisations, and as 
companies race to make the most of everything big data has 
to offer, career opportunities are unfolding for IT 
professionals. Not so long ago the term ‘big data’ was rarely 
understood outside IT circles.  
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